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THE HIPAA  
COMPLIANCE CHECKLIST

ARE YOU A “COVERED ENTITY” UNDER HIPAA?

  �IF YES – You are responsible for complying with the federal HIPAA and HITECH laws, as 
well as state confidentiality law.  Continue answering the questions below.

  �IF NO – You must comply with state confidentiality law.  Additionally, it is suggested 
that you review the questions below as the Privacy and Security Rules are floors of 
confidentiality protection, and as a provider, you are held to a much higher legal and 
ethical standards from protection of patient information.

  �IF YOU DO NOT KNOW – HHS (the Department of Health and Human Services), 
responsible for enforcement of the Privacy and Security Rules, has created the following 
resources to assist you in determining whether you are a Covered Entity:

•• http://bit.ly/HHSCoveredEntities

•• http://bit.ly/CMSCoveredEntity

HAVE YOU DOCUMENTED YOUR PRIVACY RULE POLICIES AND 
PROCEDURES RELATED TO PATIENT RIGHTS AND PROVIDER 
RESPONSIBILITIES?

  �Summary of the Privacy Rule from HHS:   
http://bit.ly/HHSPrivacyRule

  �PRMS Resource: Eight New Federal Rights for Patients & Eight New Administrative 
Requirements for Providers, see Appendix A.

  �PRMS Resource: Elements of an Office Confidentiality Policy, see Appendix B.

DO YOU HAVE YOUR NOTICE OF PRIVACY PRACTICES?

  �Model Notice of Privacy Practices from HHS:  http://bit.ly/HHSModelNotices

http://bit.ly/HHSCoveredEntities
http://bit.ly/CMSCoveredEntity
http://bit.ly/HHSPrivacyRule
http://bit.ly/HHSModelNotices
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ARE YOUR PRIVACY RULE POLICIES AND 
PROCEDURES BEING FOLLOWED?

  �Are patients actually receiving your Notice of Privacy 
Practices?

  �Are all requests for restrictions considered?

  �Are access and amendment requests handled timely?

  �Is only the minimum necessary amount of PHI 
(Protected Health Information) being released unless 
the patient has authorized release of the entire record?

DO YOU HAVE YOUR SECURITY RULE POLICIES AND PROCEDURES 
DOCUMENTED?

  �Summary of the Security Rule from HHS:   
http://bit.ly/HHSSecurityRule

  �Guidance on compliance from HHS:   
http://bit.ly/HHSCompliance

  �RESOURCE:  Security Rule Compliance Checklist with Resources for Small Practices, 
see Appendix C.

ARE YOUR SECURITY RULE POLICIES AND PROCEDURES BEING 
FOLLOWED?

  �Are all of your computers with PHI password-protected?

  �Are all of your portable devices with PHI, such as laptops and tablets, encrypted?

  �Are all of your electronic devices containing PHI, including copiers, stripped of all PHI prior 
to disposal, sale, or return to vendor?

•• See HHS’ recommended resource, FTC’s Copier Data Security at  
http://bit.ly/CopierDataSecurity

•• See $1.2 million enforcement action against a Covered Entity for failing to remove PHI 
from a copier at http://bit.ly/HHSPhotocopierCase

  �Are the other required elements being met?

http://bit.ly/HHSSecurityRule
http://bit.ly/HHSCompliance
http://bit.ly/CopierDataSecurity
http://bit.ly/HHSPhotocopierCase
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HAVE YOU DONE YOUR RISK ASSESSMENT – INITIALLY AND ONGOING?

  �From HHS:  Risk Assessment Guidance, http://bit.ly/HHSRiskAssessment

  �From HHS:  Security Risk Assessment (SRA) tool, http://bit.ly/HHSSRATool

  �To learn of risks that are the subject of HHS’ enforcement, subscribe to OCR’s listserv:  
http://bit.ly/OCRListserv

DO YOU UNDERSTAND THE REQUIREMENTS OF THE BREACH 
NOTIFICATION RULE?

  �Resources from HHS:  http://bit.ly/HHSBreachResource

ARE YOUR BREACH NOTIFICATION RULE POLICIES AND PROCEDURES 
BEING FOLLOWED?

  �Can all employees identify a breach?

  �Do employees understand that all possible breaches must be reported to you ASAP?

  �Do you call PRMS (800-527-9181) immediately upon learning of a potential breach of 
PHI?

HAVE YOUR EMPLOYEES SIGNED CONFIDENTIALITY AGREEMENTS?

  �PRMS Resource: Model Employee Confidentiality Agreement, see Appendix D.

HAVE YOU PROVIDED YEARLY HIPAA TRAINING TO STAFF?

  �HHS’ online HIPAA training courses (with CME) are available to all through Medscape:  
http://bit.ly/HHSHIPAATraining

  �Office of the National Coordinator for Health Information Technology – Privacy and 
Security Training Games:  http://bit.ly/PrivacySecurityTraining

http://bit.ly/HHSRiskAssessment
http://bit.ly/HHSSRATool
http://bit.ly/OCRListserv
http://bit.ly/HHSBreachResource
http://bit.ly/HHSHIPAATraining
http://bit.ly/PrivacySecurityTraining
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ARE YOUR TRAINING RECORDS DOCUMENTED?

DO YOUR EMPLOYEES UNDERSTAND THE TRAINING?

  �Is PIH being properly maintained at workstations?

  �How is PHI actually being disposed of?

  �Is PHI only accessed and disclosed pursuant to authorization, legal mandate, or exception 
to confidentiality?

  �Does staff understand that merely not mentioning identifying information does not mean 
confidentiality is being maintained?

  �Are computers positioned so that patients cannot read the screens?

ARE YOU PREPARED FOR A HIPAA AUDIT?

HHS’ HIPAA Audit Protocol:   
http://bit.ly/HIPAAAuditProtocol

DO YOU HAVE BUSINESS ASSOCIATE AGREEMENTS (BAAS) FROM ALL 
OF YOUR BUSINESS ASSOCIATES (BAS)?

  �BAs are third parties that perform a function on behalf of or provides services to a Covered 
Entity that requires the release of PHI 

  �HHS’ Sample BAA Provisions:   
http://bit.ly/HHSSampleBAA

  �Have all BAs provided you with BAAs?

ARE YOU AWARE THAT ASIDE FROM CRIMINAL PENALTIES, CIVIL 
PENALTIES FOR HIPAA VIOLATIONS CAN BE AS MUCH AS $50,000 
PER INCIDENT WITH A YEARLY CAP OF $1.5 MILLION FOR MULTIPLE 
IDENTICAL VIOLATIONS?

ARE YOU FAMILIAR WITH HHS’ ENFORCEMENT ACTIONS?

  �Case examples and resolution agreements are available at  
http://bit.ly/HHSCaseExamples

http://bit.ly/HIPAAAuditProtocol
http://bit.ly/HHSSampleBAA
http://bit.ly/HHSCaseExamples
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ARE YOUR EMPLOYEES PROHIBITED 
FROM REMOVING PHI (PAPER OR 
ELECTRONIC) FROM THE OFFICE?

HAVE YOU ENSURED THAT ALL 
ELECTRONIC PHI IS PROPERLY 
ENCRYPTED?

  �If you have PHI on mobile devices, such as a 
laptop or tablet, is the device encrypted?

  �HHS’ educational materials on privacy and security with mobile devices:  http://www.
healthit.gov/providers-professionals/your-mobile-device-and-health-information-privacy-
and-security

  �Do you encrypt emails before sending them to patients?

•• If not, have patients been advised of the risks of using unencrypted email and 
provided consent?

•• PRMS Resource: Sample Email Consent and Guide to Email Use, see Appendix E.

GENERAL RESOURCES:

  �OCR’s website:  http://bit.ly/OCRResources

http://bit.ly/OCRResources
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APPENDIX A

EIGHT NEW FEDERAL RIGHTS FOR PATIENTS & EIGHT NEW 
ADMINISTRATIVE REQUIREMENTS FOR PROVIDERS

THE PRIVACY RULE CREATES THE FOLLOWING EIGHT NEW FEDERAL 
PATIENTS’ RIGHTS

No. 1   �The Right to Receive the Provider’s Notice of Privacy Practices

Under the Privacy Rule, covered providers must develop a NOTICE OF PRIVACY 
PRACTICES, which is a written notice of 1) the uses and disclosures of protected health 
information that may be made by the provider, and 2) the individual’s rights and the provider’s 
legal duties with respect to protected health information.  This Notice must be given to 
patients and anyone else who requests it.  Covered providers are not permitted to use 
or disclose protected health information beyond the scope of the Notice without specific 
authorization from the patient. 

Under the final modifications to the Privacy Rule, providers are required to make a good 
faith effort to obtain the patient’s written acknowledgment of receipt of the Notice of Privacy 
Practices.

The Notice must be posted in a “clear and prominent” manner in your office, and must be 
provided no later than the date you first provide services to the patient as of April 14, 2003.

There are special requirements for electronic Notices, and copies of Notices must be retained 
for six years from the date they were last in effect.

Resources:

•• The U.S. Department of Health and Human Services Model Notices of Privacy 
Practices, see above.

•• Model Acknowledgement of Receipt Form, see Appendix A1.

•• Model Documentation of Good Faith Form (for patients who refuse to sign the 
Acknowledgement), see Appendix A2.
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No. 2   �The Right to Authorize the Release of Information for All Purposes Other 
Than Treatment, Payment, and Health Care Operations

The Privacy Rule requires specific elements to be included in the authorization form used to 
authorize the release of patient records.

Patients may revoke an authorization at any time, except to the extent the provider has acted 
in reliance on it.  Under the Privacy Rule, authorizations must be retained by the provider for 
six years, but you may want to retain the authorization longer, and your state law may even 
require a longer retention period.

No. 3   The Right to Request Restrictions on Disclosures of Information

Patients have the right to request restrictions on the use and disclosure of protected health 
information for treatment, payment, and health care operations.  Covered providers are 
not required to grant these requests, but if they do, they must abide by them (except in an 
emergency).

Patients have the right to request that they receive communication from covered providers 
by “alternative means” or at “alternative locations”.  For example, patients can require that 
information about an upcoming appointment be left on their work voicemail rather than 
at their home number.  Covered providers must accommodate these requests, if they are 
reasonable.

No. 4   The Right to Access the Record

Patients have the right to inspect and obtain a copy of their medical record and billing 
record.  Disclosure to the patient is one of the two mandatory disclosures of protected health 
information (the other mandatory disclosure is to the Department of Health and Human 
Services for enforcement of the Privacy Rule).  This mandatory patient access will preempt 
any state law that is contrary.

There are some exceptions to the patient’s right to access the record.  The Privacy Rule lists 
specific types of information that the patient does not have the right to access. Under the 
Privacy Rule, patients have a new federal right to access their own medical record, except 
psychotherapy notes.  However, state laws may allow patients to access psychotherapy 
notes, and any such state law would continue to apply.  Also, patients can authorize 
the release of psychotherapy notes to other parties, such as attorneys, or other treating 
providers.

Your decision to deny patient access to parts or all of his or her record may be subject 
to review.  The Privacy Rule specifies reviewable and non-reviewable grounds for denial.  
Reviewable grounds for denial include:
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•• A licensed health care professional has determined, in the exercise of professional 
judgment, that the access requested is reasonably likely to endanger the life or 
physical safety of the patient or another person;

•• The PHI makes reference to another person (unless such other person is a health 
care provider) and a licensed health care professional has determined, in the exercise 
of professional judgment, that the access requested is reasonably likely to cause 
substantial harm to such other person; or,

•• The request is made by the patient’s personal representative and a licensed health 
care professional has determined, in the exercise of professional judgment, that the 
provision of access to such personal representative is reasonably likely to cause 
substantial harm to the patient or another person.

Non-reviewable grounds for denial include:

•• The patient has requested psychotherapy notes;

•• The patient has requested information compiled in anticipation of a civil, criminal, or 
administrative action;

•• The patient has request PHI where access is prohibited by or exempt from Clinical 
Laboratory Improvements Amendments of 1988, 42 U.S.C. 263a (CLIA);

•• The patient has requested PHI contained in records subject to the Privacy Act, 
5 U.S.C. 552a, if the denial of access under the Privacy Act would meet the 
requirements of that law;

•• The patient has requested PHI maintained by a correctional institution, or a provider 
acting under the direction of a correctional institution, if access would jeopardize the 
health, safety, security, custody or rehabilitation of the patient or other inmates, or the 
safety of persons at the institution or those responsible for transporting the inmate;

•• The patient has requested PHI created or obtained by a covered health care provider 
in the course of research—that includes treatment—and the access is temporarily 
suspended for as long as the research is in progress, provided that the patient has 
agreed to the denial of access when consenting to participate in the research that 
includes treatment, and the covered health care provider has informed the patient that 
the right of access will be reinstated upon completion of the research;

•• The patient has requested PHI obtained from someone other than a health care 
provider under a promise of confidentiality, and the access requested would be 
reasonably likely to reveal the source of the information.

Under the Privacy Rule, covered providers must act on request for access within 30 days, 
within 60 days if the information is off-site.  However, providers must keep in mind that many 
states have a much shorter (or more stringent) period of time for the provider to provide 
patients with their records, and providers would need to comply with the more stringent 
requirement.
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The patient can appeal a decision to deny access ONLY IF the 
denial was based on a reviewable ground (see above).  The 
patient’s notification of the denial must be accompanied by 
information on how to 1) have the denial reviewed (if reviewable) 
and 2) complain to the covered provider or HHS.

If the patient requests a review of the denial, the review must be 
performed by a licensed health care professional who did not 
participate in the original decision to deny access.  The covered 
provider must provide written notice to the patient of the reviewer’s 
decision.

In response to a patient’s request for access to his/her record, covered providers may 
provide information in summary form, if the patient was provided with advance notice of this 
procedure (for example, in the Notice of Privacy Practices) and was given the opportunity to 
agree.

No. 5   The Right to Request Amendment of the Record

Patients have the right to request an amendment to their medical record; however, providers 
do NOT have to grant the request.

Covered providers can require the request for amendment to be in writing and state the 
reason supporting the requested amendment, if the individual is notified in advance.  Under 
the Privacy Rule, covered providers must act on a request for amendment within 60 days, 
with an extension available; however, states may have shorter - or more stringent - time 
requirements.

CAUTION: Amending the record has serious implications; providers should consider 
consulting their risk management department or legal counsel before granting a patient’s 
amendment request.

A covered provider can deny a request for amendment if 1) the information is accurate and 
complete, or 2) the covered provider did not create the information (unless the originator is no 
longer available to act on the request for amendment).

A covered provider must provide the denial in writing, including 1) the basis for the denial, and 
2) how the individual may complain to the covered provider and to HHS.  The individual may 
submit a written statement of disagreement and basis for such disagreement, which would 
be included in the record.  And, the covered provider may prepare a rebuttal that must be 
given to the patient and be included in the record.
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Resources:

•• Model Amendment Request Form, see Appendix A3.

•• �Model Letter Denying Request to Amend PHI, see 
Appendix A4.

No. 6   �The Right to Request an Accounting of 
Disclosures

Patients have the right to request a list of when and where 
their confidential information was released.  There are 
exceptions to this requirement, such as disclosures made for 
treatment, payment, and health care operations, as well as 
disclosures authorized by the patient.

Accountings must include the following:

•• Date of disclosure

•• Recipient’s name and address

•• Brief description of information disclosed

•• Brief description of reason for disclosure (or the authorization itself).

Resource:

•• Model Accounting Log Form, see Appendix A5.

No. 7   The Right to Complain About Privacy Violations

Individuals are given the right to file complaints with the covered provider and with HHS.  
Covered providers need a procedure to handle complaints, and must document all 
complaints received and their dispositions.

HHS may conduct a compliance review; covered providers must cooperate with HHS.

Covered providers may NOT require, as a condition of treatment or payment, a patient to 
waive his or her right to file a complaint.

No. 8   The Right to Have Only the Minimum Necessary Information Disclosed

The Privacy Rule requires covered providers to make reasonable efforts to limit the use of, 
disclosures of, and requests for protected health information to the minimum necessary to 
accomplish the intended purpose.
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The minimum necessary provisions do not apply to the following disclosures: 1) to the 
patient, 2) made pursuant to patient authorization, 3) made to HHS, 4) required by law, or 5) 
for treatment purposes.

THE PRIVACY RULE CREATES THE FOLLOWING EIGHT  
NEW ADMINISTRATIVE REQUIREMENTS

No. 1   Providers must designate a Privacy Official and Contact Person / Office

Covered providers must designate a “Privacy Official”.  This person is responsible for the 
development and implementation of confidentiality policies and procedures.  Covered 
providers must also designate a “Contact Person” (who can be the Privacy Official) or 
“Contact Office” that will be responsible for receiving complaints and providing further 
information about matters covered by the provider’s “Notice”.  (Covered providers must 
give written notice addressing the uses and disclosures of protected health information that 
may be made by the provider, as well as the individuals’ rights and provider’s legal duties to 
respect protected health information.)  

HHS has issued a Guidance Document, about complying with the Privacy Rule, which states 
that there is flexibility for providers to tailor the requirements to fit their practice’s size.  For 
example, the Privacy Official at a small practice may be the office manager, who has other 
non-privacy related duties.

Impact for Providers: The Privacy Rule requires that these two designations are made, but 
providers may already have someone, such as an office manager, performing these functions.

No. 2   Providers must safeguard Protected Health Information

The following safeguards need to be implemented to protect information against unauthorized 
uses and disclosures:

•• Administrative (such as employee training and a process for handling record requests)

•• Technical (such as proper password management)

•• Physical (such as locking rooms and file cabinets)

The Privacy Rule does not specify what safeguards must be used; rather, the Privacy Rule is 
scalable, so there is flexibility for you to choose safeguards that make sense for your practice.
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No. 3   �Providers must mitigate Damages from Unauthorized Disclosures of 
Protected Health Information

Covered providers need procedures to lessen the damage from any known use or disclosure 
in violation of the Notice of Privacy Practices, whether it is committed by your employee or by 
a business associate.

Mitigation may include notifying the affected individual, taking steps to prevent future 
violations, sanctioning the employee, and further limiting access to protected health 
information.

No. 4   Providers must investigate Complaints of Privacy Violations

Covered providers must develop a process to receive complaints concerning possible 
violations of their Notice of Privacy Practices.  According to the Privacy Rule, you must 
document all complaints, document all actions taken, and the documentation must be kept 
at least six years from the date you acted on the complaint.

No. 5   Providers must prevent Retaliation for Complaints

Covered providers must not retaliate against any person who exercises the privacy rights 
granted by the Privacy Rule, such as filing a privacy complaint with the government or with 
the provider.

No. 6   Providers must impose Sanctions for Privacy Violations

Covered providers will need procedures to measure compliance and to impose appropriate 
sanctions for privacy violations by your employees or business associates, and all sanctions 
imposed must be documented.  You cannot sanction or otherwise retaliate against a member 
of your workforce who a) engages in whistleblower activities, or b) opposes your privacy 
practices (such as saying some of your practices violate the Privacy Rule).

No. 7   Providers must document Confidentiality Policies and Procedures

Under the Privacy Rule, covered providers are required to develop written policies and 
procedures to:

•• protect against accidental or intentional misuse or disclosure of protected health 
information, including 

•• appropriate administrative, technical, and physical safeguards to protect the privacy of 
protected health information,
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•• procedures for securing patient records so that they are not readily available to those 
who do not need them, and

•• procedures for handling requests for records 

•• establish a grievance procedure for complaints and violations of the provider’s privacy 
policies,

•• impose sanctions against employees who violate the privacy policies,

•• mitigate the effects of erroneous disclosures by the provider or by a business 
associate, and

•• prevent retaliation for complaints

Again, HHS’ Guidance Document makes the point that the Privacy Rule provides flexibility 
for providers to create their own privacy procedures tailored to fit the size and needs of their 
practice.  Policies and procedures of small practices may be more limited than those of a 
large hospital.

Providers are required to keep documentation of their policies and procedures for six years 
from the date of creation or date it was last in effect, whichever is later.

For more information, see Appendix B.

No. 8  
 �Providers must train Employees on Confidentiality Policies and 
Procedures 

Covered providers must train all employees on the confidentiality policies and procedures, as 
necessary and appropriate for the employees to carry out their employment functions.  New 
employees must be trained “within a reasonable time after being hired”.  Employees must be 
trained on changes to the policies and procedures “within a reasonable time after the material 
change becomes effective”.  Training records must be maintained for a minimum of six years.

HHS’ Guidance Document stresses the Rule’s flexibility in this area also.  The training 
requirements may be satisfied for small practices by 
providing each new employee with a copy of the policies 
and procedures, and documenting that new employees 
have reviewed the policies.  Large facilities may provide 
training through live instruction, video presentations, or 
interactive software programs.
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APPENDIX A1

[EXAMPLE]

ACKNOWLEDGEMENT OF RECEIPT OF NOTICE OF PRIVACY PRACTICES

I acknowledge that I have received a copy of Provider’s Notice of Privacy Practices  
with the effective date of [insert date].

 

Signature of Patient/Patient Representative

Date

Relationship to Patient

[Note: Providers are required to make good faith efforts to obtain acknowledgement that each patient has received their Notice of Privacy Practices.  The regulation does not specific how 
that acknowledgement is documented.  This example form is meant to serve as an example of one way that a provider could document the required acknowledgement.]
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APPENDIX A2

[EXAMPLE]

DOCUMENTATION OF GOOD FAITH EFFORTS TO OBTAIN PATIENT’S 
ACKNOWLEDGMENT THAT THEY RECEIVED PROVIDER’S NOTICE OF 
PRIVACY PRACTICES

(For use when acknowledgment cannot be obtained from the patient.)

Patient Name

The patient presented to the office/hospital on [insert date] and was provided with a copy 
of Covered Entity’s Notice of Privacy Practices.  A good faith effort was made to obtain 
from the patient a written acknowledgment of his/her receipt of the Notice.  However, such 
acknowledgement was not obtained because:

   �Patient refused to sign.

   �Patient was unable to sign or initial because:

   �The patient had a medical emergency, and an attempt to obtain the acknowledgment will 
be made at the next available opportunity.

   �Other reason (describe below):

Signature of Employee Completing Form

[Note: Providers are required to make good faith efforts to obtain acknowledgement that each patient has received their Notice of Privacy Practices.  Should the individual refuse to 
acknowledge receipt of provider’s Notice of Privacy Practices, the provider should document the “Good Faith Efforts” taken to obtain such acknowledgement.  The regulation does not 
specific how those “Good Faith Efforts” should be documented.  This example form is meant to serve as an example of one way that a provider could satisfy this requirement.]



The HIPAA Kit PRMS 18

APPENDIX A3

[EXAMPLE]

REQUEST FOR [INSERT PROVIDER/CLINIC NAME] TO AMEND HEALTH 
INFORMATION

Patient Name:	 Date of birth:

Previous Name:

Patient Mailing Address:

 
I request a change to my records.

Please explain what the information in your record should say to be more accurate or 
complete.  If you need additional space, please include a separate page.  

Date of record: 

Patient or legally authorized individual signature:

Date

Relationship to patient if signed on behalf of the patient by parent, legal guardian, personal representative, etc.

We will review your request and respond within 60 days [see Drafting Note #1 on page 113] 
of receiving your request.  A copy of your request will be added to your record.   

If we make the change and you agree, we will send it to anyone we know has received the 
information in the past.  We will also send the amendment to anyone you identify.
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-------------------------------------------------------------------------------------------------------------

TO BE COMPLETED BY [INSERT CLINIC/HEALTHCARE FACILITY NAME]

 Date Received:

Correction/Amendment has been:          

 
   �Accepted             �Denied – Letter Sent

   �Review of this request has been delayed due to __________________________________
______________. Your request will be processed by the following date _______________ 
(not later than 90 days [see Drafting Note #1 on page 113.] after the request).

If denied, check reason for denial:

   �This health information was not created by this organization	 

   �This request does not pertain to the patient’s medical and financial records.  

   �By law, this health information is not available to the patient and cannot be amende 

   �The existing health information is accurate and complete

Name of reviewing department or position			   Date

DRAFTING NOTES:

State law may have more stringent requirements, such as shorter time requirements, 
which must be complied with.

THIS DOCUMENT SHOULD BE CONSIDERED ONE EXAMPLE OF HOW PROVIDERS 
CAN START THEIR COMPLIANCE EFFORTS- IT IS INTENDED TO BE USED SOLELY AS A 
VEHCILE FOR DISCUSSION TO HELP PROVIDERS DEVELOP THEIR OWN COMPLIANCE 
MATERIAL.  THIS DOCUMENT IS PROVIDED AS GENERAL GUIDANCE AND DOES NOT 
CONSTITUTE LEGAL ADVICE.  PROVIDERS SHOULD CONTACT THEIR OWN LEGAL 
COUNSEL TO TAILOR THE DOCUMENT TO MEET THEIR SPECIFIC NEEDS.
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APPENDIX A4

[EXAMPLE]

SAMPLE LETTER DENYING REQUEST TO AMEND PHI

 
Name: 

Company:

Street:

City:	 State:	 Zip:

Dear [insert name]:

We received your request to amend your health information record. We reviewed your 
request.  Unfortunately, we cannot honor your request because:

___ This health information was not created by this organization.

___ By law, you may not access the health information and may not amend it.

___ Your request does not pertain to your medical and financial records.

___ The existing health information is accurate and complete.

You may contact [insert name/title of person] at our office at [insert telephone number 
and address] if you want to write a brief statement of disagreement to be added to your 
medical record. This is your right. It may include:

•• the reason(s) you believe the health information should be amended; 

•• why you disagree with this decision to deny your request.

If you do not submit a statement of disagreement, you may request that in future disclosures 
we include a copy of:

•• your original request to amend the health information, and 

•• this letter.
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If you wish to make this request:

•• sign here ______________________________________; and

•• return this form to us.

If you believe your privacy rights have been violated, you may deliver a written complaint to 
[insert name/title of person] at our office at [insert telephone number and address].  You 
may also file a complaint with the Secretary of Health and Human Services.

We respect your right to file a complaint with us or with the Secretary of Health and 
Human Services.  If you choose to take this action, we will not retaliate against you!

Sincerely,

[Officer of the Covered Entity]

THIS DOCUMENT SHOULD BE CONSIDERED ONE EXAMPLE OF HOW PROVIDERS 
CAN START THEIR COMPLIANCE EFFORTS- IT IS INTENDED TO BE USED SOLELY AS A 
VEHCILE FOR DISCUSSION TO HELP PROVIDERS DEVELOP THEIR OWN COMPLIANCE 
MATERIAL.  THIS DOCUMENT IS PROVIDED AS GENERAL GUIDANCE AND DOES NOT 
CONSTITUTE LEGAL ADVICE.  PROVIDERS SHOULD CONTACT THEIR OWN LEGAL 
COUNSEL TO TAILOR THE DOCUMENT TO MEET THEIR SPECIFIC NEEDS.



The HIPAA Kit PRMS 22

APPENDIX A5

[EXAMPLE]

ACCOUNTING OF DISCLOSURES OF PROTECTED HEALTH INFORMATION

Patient Name:

ID#:	 Date:	

 
There are some situations in which [insert provider/organization name] is required or 
permitted by law to disclose your health information to persons outside of our office.  In 
response to your request, we are providing you with this accounting of disclosures we have 
made of your information.

   We have made no disclosures of your health information that require an accounting.

   We have made the following disclosures:

DISCLOSURE 
DATE

RECIPIENT  
NAME

RECIPIENT  
ADDRESS

DESCRIPTION OF 
PHI DISCLOSED

PURPOSE OF 
DISCLOSURE

FREQUENCY OF 
DISCLOSURE/DATE OF 

LAST DISCLOSURE

This accounting does not include disclosures we have made to carry out treatment, payment 
or health care operations or disclosures you have specifically authorized.  It also does not 
include any disclosures the law exempts from our accounting requirements.

If you have questions about this accounting, please contact [insert name and title of 
contact person] at [insert phone number].

THIS DOCUMENT SHOULD BE CONSIDERED ONE EXAMPLE OF HOW PROVIDERS 
CAN START THEIR COMPLIANCE EFFORTS- IT IS INTENDED TO BE USED SOLELY AS A 
VEHICLE FOR DISCUSSION TO HELP PROVIDERS DEVELOP THEIR OWN COMPLIANCE 
MATERIAL.  THIS DOCUMENT IS PROVIDED AS GENERAL GUIDANCE AND DOES NOT 
CONSTITUTE LEGAL ADVICE.  PROVIDERS SHOULD CONTACT THEIR OWN LEGAL 
COUNSEL TO TAILOR THE DOCUMENT TO MEET THEIR SPECIFIC NEEDS.
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APPENDIX B

ELEMENTS OF AN OFFICE CONFIDENTIALITY POLICY

Whether a provider chooses to create a stand-alone office confidentiality policy or chooses 
to incorporate precepts of confidentiality into policies addressing other topics, the following 
points are those that should be addressed, at a minimum.

1.	 The confidentiality of all information given by patients will be maintained.

2.	� The consent of the patient or the patient’s legally authorized representative is required in 
order to release confidential patient information, unless an exception applies.

3.	� The release of any confidential patient information must be approved in advance by the 
provider.

4.	� Confidential patient information must not be discussed in places or at times when others 
may overhear; this applies to all staff, whether on or off duty. 

5.	� Staff may not publish patient information, even when personally identifying information is 
removed.

6.	 Patient information must not be left where it might be visible to others:

•• Position computer monitors where no one other than the user can read the screen

•• Use appropriate security for both hardcopy and electronic information

•• Collect originals and other material from fax machines and copiers immediately

•• Do not leave patient records open or unattended

7.	� Access to medical records should be granted on a “need to know” basis and only to the 
extent necessary for staff to fulfill their designated functions.

8.	� Confidentiality survives the death of a patient. In the absence of consent from the patient, 
staff should politely decline to answer inquiries about patients, even when the inquiries 
come from family members, insurance companies, attorneys, law enforcement officers, 
department officials, or other patients. The requester should put the request in writing and 
cite his/her authority for obtaining the information.
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9.	 Use of telephones: 

•• Telephone message pads are confidential

•• Avoid using cordless or cellular phones 

•• Be circumspect when using electronic devices that broadcast audibly, such as 
intercoms, voice pagers, speakerphones, and cellular phones with “push-to-talk” 
capability

10.	 Use of answering machines:

•• Leave only name, phone number, and time to return call on answering machines

•• Do not retrieve messages when others may overhear the content of the message 

11.	 Use of fax machines:

•• Avoid using fax machines to transmit confidential patient information

•• Manually enter the fax number to be dialed; do not use programmed buttons 

12.	� Vendors must verify in writing that they will comply with applicable confidentiality statutes 
and regulations (including 42 CFR, Part 2 and HIPAA’s Privacy Rule) in the receiving, 
storing, processing, and otherwise handling of any patient information.

13.	 Staff must report to the provider their own conflicts of interest. 

14.	� Staff must report to the provider any actual or potential breaches of confidentiality by 
themselves or others.

15.	� Staff should sign an acknowledgement that they have received, read, and understood 
office policies regarding confidentiality.
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APPENDIX C

SECURITY RULE COMPLIANCE CHECKLIST WITH RESOURCES  
FOR SMALL PRACTICES

COMPLIANCE DATE:  APRIL 20, 2005

HIPAA’s Security Rule consists of three categories of safeguards for electronic protected 
health information – administrative, physical, and technical safeguards.

For each category of security safeguards, there are Standards (what must be done) and 
Implementation Specifications (how to do it).  There are two types of Implementation 
Specifications – required (security measures which must be taken by all covered providers) 
and addressable (security measures which must be taken if it is reasonable and appropriate 
for your specific practice).  However, “addressable” does not mean optional!  In determining 
if you must implement an addressable implementation specification, you must determine 
if the specification is a reasonable and appropriate safeguard for your practice.  If you 
determine it is reasonable, you must implement the specification; if you determine it is not 
reasonable, you must document the analysis and implement a reasonable and appropriate 
equivalent alternative measure.  If you determine that a particular addressable implementation 
specification does not apply to your practice, and the standard can be met without 
implementing an alternative measure, you must document your decision and analysis.

The Security Rule is technology-neutral and scalable, so you have the flexibility to implement 
security measures that are appropriate for your practice.  HHS has indicated that the 
following factors can be considered in determining which measures to implement:

•• the size, complexity, and capabilities of your practice

•• your technical infrastructure, hardware and software capabilities,

•• the costs of the security measures, and

•• the probability and degree of potential harm from potential risks to electronic protected 
health information.

Finally, you may already have many of these security measures in place to protect your 
psychiatric patients’ confidential, electronic information.  It may be that you simply need to 
document existing security policies and procedures and document why other addressable 
security measures, if not implemented, are not needed.

This publication is intended solely to provide general information on risk management issues.  It is not intended to constitute legal counsel and should not be relied on as a source of legal 
advice.  If legal advice is desired or needed, a licensed attorney should be consulted.
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ADMINISTRATIVE 
SAFEGUARDS 
ADMINISTRATIVE SAFEGUARDS are “administrative actions, and 
policies and procedures, to manage the selection, development, 
implementation, and maintenance of security measures to protect 
electronic protected health information and to manage the conduct 

of the covered entity’s workforce in relation to the protection of that information”.  [§164.304, 
page 8376 of the 2-20-03 Federal Register]

STANDARD:  SECURITY MANAGEMENT PROCESS – Implement policies and procedures 
to prevent, detect, contain, and correct security violations.  [§164.308(a)(1)]

FOUR IMPLEMENTATION SPECIFICATIONS FOR THIS STANDARD:  

1 	� RISK ANALYSIS – required – Documented assessment of the potential risks and 
vulnerabilities to the confidentiality, integrity, and availability of electronic protected 
health information held by your practice.  

	 �Risks and vulnerabilities can be natural (such as fire), human (such as intentional or 
accidental loss of data) and environmental (such as loss of power)

 
 
 
 
 
 
	

SCALABILITY REMINDER

Per HHS in the Preamble: “The risk analysis requirement is designed to allow entities to look at their 
own operations and determine the security risks involved.  The degree of response is determined by 
the risks identified.  We assume that smaller entities, who deal with smaller amounts of information, 
would have smaller physical facilities, smaller work forces, and therefore, would assume less risk.  
The smaller amount of risk involved means that the response to that risk can be developed on a 
smaller scale that that for larger operations.” [page 8369 of the 2-20-03 Federal Register]

2 	� RISK MANAGEMENT – required – Documented risk management strategies 
implemented to reduce the risks and vulnerabilities to the confidentiality of your 
electronic protected health information (as determined by your Risk Analysis) to a 
reasonable and appropriate level. 

3 	 �SANCTION POLICY – required – Documented policy for applying appropriate 
sanctions against workforce members who fail to comply with your practice’s security 
policies and procedures.

	� You should already have a sanction policy for Privacy Rule violations; you will need to 
modify it to include sanctions for Security Rule violations
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4 	 �INFORMATION SYSTEM ACTIVITY REVIEW – required – Documented procedures 
for periodic review of information system activity and internal security controls (such as 
audit logs, access reports, and incident tracking reports) to detect inappropriate uses 
or disclosures of electronic protected health information.

STANDARD:  ASSIGNED SECURITY RESPONSIBILITY – required – Identify your 
practice’s security official who is responsible for the development and implementation of your 
practice’s security policies and procedures.  [§164.308(a)(2)]            

	 (No Implementation Specifications for this standard)

	 Your Privacy Official can also serve as your Security Official.

STANDARD:  WORKFORCE SECURITY – Implement policies and procedures to ensure 
that all members of your workforce have appropriate access to electronic protected health 
information, and to prevent those workforce members who do not have access from 
obtaining access.  [§164.308(a)(3)]

THREE IMPLEMENTATION SPECIFICATIONS FOR THIS STANDARD:

1 	� AUTHORIZATION AND/OR SUPERVISION – addressable – Documented 
procedures for the authorization and/or supervision of workforce members who 
work with electronic protected health information or in locations where it might be 
accessed.  

	� Authorization means determining whether a particular employee has the right to carry 
out certain electronic activities, such as accessing a file.

	� Minimum necessary requirements for employee access should already be addressed 
in your practice’s Privacy Rule policies and procedures.

2 	� WORKFORCE CLEARANCE PROCEDURE – addressable – Documented 
procedures to determine that the access of a workforce member to electronic 
protected health information is appropriate (such as checking references before hiring).

 
 
 
 
	

SCALABILITY REMINDER

Per HHS in the Preamble: “All the Implementation Specifications may not be applicable or even 
appropriate to a given entity.  For example, personal clearances may not be reasonable or appropriate 
for a small provider whose only assistant is his/her spouse.”  [page 8348 of the 2-20-03 Federal Register] 
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3 	� TERMINATION PROCEDURES – addressable – Documented procedures for 
terminating access to electronic protected health information.

STANDARD:  INFORMATION ACCESS MANAGEMENT – Implement policies and 
procedures for authorizing access to your practice’s electronic protected health information.  
[§164.308(a)(4)]  

THREE IMPLEMENTATION SPECIFICATIONS FOR THIS STANDARD:

1 	� ISOLATING HEALTHCARE CLEARINGHOUSE FUNCTION – required – but only 
applies to healthcare clearinghouses that are part of larger organizations.

	� Does not apply to small provider practices, but need to document that it does not 
apply to entities other than healthcare clearinghouses.

2 	 �ACCESS AUTHORIZATION – addressable - Documented policies and procedures 
for granting access to electronic protected health information.

	� For example, workforce access can be role-based (by job description), user-based (by 
specific users), or location-based (by location)

 
 
 
 
 
	

SCALABILITY REMINDER

Per HHS in the Preamble: “These specifications may not be applicable to all entities based on their 
size and degree of automation.  A fully automated covered entity spanning multiple locations and 
including hundreds of employee may determine that it has a need to adopt a formal policy for access 
authorization, while a small provider may decide that a desktop standard operating procedure will 
meet the specifications.”  [page 8349 of the 2-20-03 Federal Register]

3 	� ACCESS ESTABLISHMENT AND MODIFICATION – addressable – Documented 
policies and procedures that – based on your practice’s access authorization policies 
- establish, document, review, and modify a user’s right of access to a workstation, 
transaction, program, or process.

 
 
 
 
 
	

SCALABILITY REMINDER

Per HHS in the Preamble: “It is possible that a small practice, with one or more individuals equally 
responsible for establishing and maintaining all automated records, will not need to establish policies 
and procedures for granting access that the electronic protected health information because the 
access rights are equal for all of the individuals.”  [page 8336 of the 2-20-03 Federal Register]
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�STANDARD:  SECURITY AWARENESS AND TRAINING – Implement a security awareness 
and training program for all members of your practice’s workforce.  [§164.308(a)(5)]

�Training is not a one-time activity, but rather an on-going, evolving process as an entity’s 
security needs and procedures change

Document training activities and retain documentation for at least six years

FOUR IMPLEMENTATION SPECIFICATIONS FOR THIS STANDARD:

1 	� SECURITY REMINDERS – addressable - Documented procedure to periodically 
remind your workforce members of their responsibility to maintain the security of 
electronic protected health information.

	   N/A	 Documentation of your decision and analysis is located 
		  ______________________________

	   DONE	 Documentation of Security Reminders procedure is located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.308(a)(5)(ii)(A)  [page 8377 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 13

2 	� PROTECTION FROM MALICIOUS SOFTWARE – addressable - Documented 
procedures for guarding against, detecting, and reporting malicious software (such as 
viruses).

3 	� LOG-IN MONITORING – addressable - Documented procedures for monitoring log-
in attempts and reporting discrepancies.

4 	� PASSWORD MANAGEMENT – addressable - Documented procedures for creating, 
changing, and safeguarding passwords.
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STANDARD:  SECURITY INCIDENT PROCEDURES – Implement policies and procedures 
to address security incidents.  [§164.308(a)(6)]

ONE IMPLEMENTATION SPECIFICATION FOR THIS STANDARD:

1 	� RESPONSE AND REPORTING – required – Documented procedure for identifying 
and responding to suspected or known security incidents; mitigating to the extent 
possible, harmful effects of security incidents; and documenting security incidents and 
the outcomes.

	   DONE	 Documentation of Responding and Reporting procedure is located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  –  �Security Rule §164.308(a)(6)(ii)  [page 8377 of the 2-20-03 Federal 
Register]

		  –  �WEDI/SNIP Small Practice Security Implementation White Paper, 
April 2004, page 15

�STANDARD:  CONTINGENCY PLAN – Develop policies and procedures for responding 
to emergency or other occurrence (for example, fire, vandalism, system failure, and natural 
disaster) that damages systems that contain electronic protected health information.  
[§164.308(a)(7)]

FIVE IMPLEMENTATION SPECIFICATIONS FOR THIS STANDARD:

1 	� DATA BACKUP PLAN – required – Documented procedures to create and maintain 
retrievable exact copies of electronic protected health information.

	   DONE	 Documentation of Data Backup Plan is located  
			   ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

			   –  �Security Rule §164.308(a)(7)(ii)(A)  [page 8378 of the 2-20-03 Federal 
Register]

			   –  �WEDI/SNIP Small Practice Security Implementation White Paper, 
April 2004, page 17
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2 	� DISASTER RECOVERY PLAN – required – Documented procedures to restore any 
loss of electronic protected health information.

	   DONE	 Documentation of Data Recovery Plan is located  
			   ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

			   –  �Security Rule §164.308(a)(7)(ii)(B)  [page 8378 of the 2-20-03 Federal 
Register]

			   –  �WEDI/SNIP Small Practice Security Implementation White Paper, 
April 2004, page 17

3 	� EMERGENCY MODE OPERATION PLAN – required – Documented procedures 
to enable continuation of critical business processes for the protection of electronic 
protected health information while operating in emergency mode.

	   DONE	 Documentation of Emergency Mode Operation Plan is located  
			   ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

			   –  �Security Rule §164.308(a)(7)(ii)(C)  [page 8378 of the 2-20-03 Federal 
Register]

			   –  �WEDI/SNIP Small Practice Security Implementation White Paper, 
April 2004, page 18
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4 	� TESTING AND REVISION PROCEDURES – addressable - Documented 
procedures for periodic testing and revision of contingency plans.

 
 
 
 
	

SCALABILITY REMINDER

Per HHS in the Preamble:  “Dependent upon the size, configuration, and environment of a given entity, 
the entity should decide if testing and revision of all parts of a contingency plan should be done if 
there are more reasonable alternatives.”  [page 8351 of the 2-20-03 Federal Register]

	   N/A	 Documentation of your decision and analysis is located  
		  ______________________________

	   DONE	 Documentation of Testing and Revision Procedure is located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.308(a)(7)(ii)(D)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 18

5 	� APPLICATIONS AND DATA CRITICALITY ANALYSIS – addressable - Documented 
assessment of the relative criticality of specific applications and data in support of 
other contingency plan components.

 
 
 
 
 
	

SCALABILITY REMINDER

Per HHS in the Preamble:  “Dependent upon the size, configuration, and environment of a given entity, 
the entity should decide if testing and revision of all parts of a contingency plan should be done if 
there are more reasonable alternatives.  The same is true for the proposed applications and data 
criticality analysis implementation.”  [page 8351 of the 2-20-03 Federal Register]
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	   N/A	 Documentation of your decision and analysis is located  
		  ______________________________

	   DONE	 Documentation of Applications and Data Criticality Analysis is located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.308(a)(7)(ii)(E)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 19

�STANDARD:  EVALUATION – required – Develop procedure for periodically determining 
the extent to which your practice’s policies and procedures meet the Security Rule’s 
requirements.  [§1654.308(a)(8)]

(No Implementation Specifications for this standard)

	   DONE	 Documentation of Evaluation procedure is located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.308(a)(8)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 19
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STANDARD:  BUSINESS ASSOCIATE CONTRACTS – You may permit a business 
associates may create, receive, maintain, or transmit electronic protected health information 
on your practice’s behalf only if you obtain satisfactory assurances that the business 
associate will appropriately safeguard the information.  [§164.308(b)(1)]

ONE IMPLEMENTATION SPECIFICATION FOR THIS STANDARD:

1 	� WRITTEN CONTRACT – required – Documents the business associate’s 
assurances that the electronic protected health information will be appropriately 
safeguarded.

	� If your business associate does not deal with any of your electronic protected health 
information, then there is nothing to be done – the business associate’s contract 
under the Privacy Rule is sufficient.

	� If your business associate does deal with your electronic protected health information, 
your business associate contract under the Privacy Rule will need to be updated 
to include the provisions required by the Security Rule.  You may be able to update 
existing contracts with an addendum or amendment. 

	� Per HHS in the Preamble:  “The covered entity must require the Business Associate 
to implement reasonable and appropriate security protections of electronic 
protected health information.  This requirement, however, does not impose detailed 
requirements for how that level of protection must be achieved.”  [page 8361 of the 
2-20-03 Federal Register]

	� Per §164.314(a)(2)(i), “the contract between a covered entity and a business associate 
must provide that the business associate will – 

	    (A)  �Implement administrative, physical, and technical safeguards that reasonable 
and appropriately protect the confidentiality, integrity, and availability of the 
electronic protected health information that it creates, receives, maintains, or 
transmits on behalf of the covered entity as required by this subpart;

	    (B)  �Ensure that any agent, including a subcontractor, to whom it provides such 
information agrees to implement reasonable and appropriate safeguards to 
protect it;

	    (C)   �Report to the covered entity any security incident of which it becomes aware;

	    (D)  �Authorize termination of the contract by the covered entity, if the covered entity 
determines that the business associate has violated a material term of the 
contract…”
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	   N/A	 Documentation of your decision and analysis is located  
		  ______________________________

	   DONE	 Business Associate Contracts are located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.308(b)  [page 8378 of the 2-20-03 Federal 
Register] and §164.314(a)  [page 8379 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 19

PHYSICAL SAFEGUARDS
PHYSICAL SAFEGUARDS are physical measures, policies, and 
procedures to protect a covered entity’s electronic information systems 
and related buildings and equipment for natural and environmental 
hazards, and unauthorized intrusion.”  [§164.304, page 8376 of the 
Federal Register]

STANDARD:  FACILITY ACCESS CONTROLS – Implement policies and procedures to limit 
physical access to your practice’s electronic information systems and the facility in which they 
are housed, ensuring that properly authorized access is allowed.  [§164.310(a)(1)]

FOUR IMPLEMENTATION SPECIFICATIONS FOR THIS STANDARD:

1 	� CONTINGENCY OPERATIONS – addressable – Documented procedures that allow 
facility access in support of restoration of lost data under the disaster recovery plan 
and emergency mode operations plan in the event of an emergency.
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	   N/A	 Documentation of your decision and analysis is located  
		  ______________________________

	   DONE	 Documentation of Contingency Operations procedure is located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.310(a)(2)(i)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 21

2 	� FACILITY SECURITY PLAN – addressable – Documented policies and procedures 
to safeguard the facility and equipment from unauthorized physical access, tampering, 
and theft.

	   N/A	 Documentation of your decision and analysis is located  
		  ______________________________

	   DONE	 Documentation of Facility Security Plan procedure is located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.310(a)(2)(ii)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 21
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3 	� ACCESS CONTROL AND VALIDATION PROCEDURES – addressable – 
Documented procedures to control and validate a user’s access to facilities based 
on their role or function, including visitor control and control of access to software for 
testing and revision.

	   N/A	 Documentation of your decision and analysis is located  
		  ______________________________

	   DONE	 Documentation of Access Control and Validation Procedures is located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.310(a)(2)(iii)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 22

4 	� MAINTENANCE RECORDS – addressable – Documented policies and procedures 
to document repairs and modifications to the physical components of a facility which 
are related to security (for example, hardware, walls, doors, and locks). 

	   N/A	 Documentation of your decision and analysis is located  
		  ______________________________

	   DONE	 Documentation of Maintenance Records procedure is located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.310(a)(2)(iv)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 22
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STANDARD:  WORKSTATION USE – required – Implement policies and procedures that 
specify the proper functions to be performed, the manner in which these functions are to be 
performed, and the physical attributes of the surroundings of a specific workstation or class 
of workstations that can access electronic protected health information.  [§164.310(b)]            

(No Implementation Specifications for this standard)

	   DONE	 Documentation of Workstation Use policies is located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.310(b)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 22

STANDARD:  WORKSTATION SECURITY – required – Implement physical safeguards 
for all workstations that access electronic protected health information to restrict access to 
authorized users.  [§164.310(c)]

(No Implementation Specifications for this standard)

	   DONE	 Documentation of Workstation Security is located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.310(c)  [page 8378 of the 2-20-03 Federal 
Register]
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		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 22

STANDARD:  DEVICE AND MEDIA CONTROLS – Implement policies and procedures 
that govern the receipt and removal of hardware and electronic media (such as disks and 
CDs) that contain electronic protected health information into and out of a facility, and the 
movement of these items within the facility.  [§164.310(d)(1)]

FOUR IMPLEMENTATION SPECIFICATIONS FOR THIS STANDARD:

1 	 �DISPOSAL – required – Documented policies and procedures addressing the final 
disposal of electronic protected health information, and/or the hardware or electronic 
media (such as disks and CDs) on which it is stored.

	   DONE	 Documentation of Disposal procedure is located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.310(d)(2)(i)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 23

2 	� MEDIA REUSE – required – Documented procedures for removal of electronic 
protected health information from electronic media (such as disks and CDs) before the 
media is re-used.
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	   DONE	 Documentation of Media Re-Use procedure is located 
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.310(d)(2)(ii)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 23

3 	� ACCOUNTABILITY – addressable – Documented procedure for maintaining a 
record of movements of hardware and electronic media and any person responsible 
therefore.

 
 
 
 
 
	

SCALABILITY REMINDER

Per HHS: “Small providers would be unlikely to be involved in large-scale moves of equipment that 
would require systematic tracking, unlike, for example, large health care providers or health plans…
[T]he appropriate mechanism for a given entity may be manual, such as receipt and removal restricted 
to specific persons, with logs kept.  Maintaining accountability in such a fashion should have minimal, 
if any, effect on system resources and services.”  [page 8354 of the 2-20-03 Federal Register]

	   N/A	 Documentation of your decision and analysis is located  
		  ______________________________

	   DONE	 Documentation of Accountability procedure is located 
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.310(d)(2)(iii)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 24
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4 	� DATA BACKUP AND STORAGE – addressable - Documented procedure for 
creating a retrievable exact copy of electronic protected health information, when 
needed, before movement of equipment.

	   N/A	 Documentation of your decision and analysis is located  
		  ______________________________

	   DONE	 Documentation of Data Backup and Storage procedure is located 
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.310(d)(2)(iv)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 24

TECHNICAL SAFEGUARDS
TECHNICAL SAFEGUARDS are “the technical and the policies 
and procedures for its use that protect electronic protected health 

information and control access to it.”  [§164.304, page 8376 of the 2-20-03 Federal Register]

STANDARD:  ACCESS CONTROLS – Implement technical policies and procedures for 
electronic information systems that maintain electronic protected health information to allow 
access only to those users that have been granted access rights.  [§164.312(a)(1)]  
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FOUR IMPLEMENTATION SPECIFICATIONS FOR THIS STANDARD:

1 	� UNIQUE USER IDENTIFICATION – required – Documented procedure for assigning 
a unique name and/or number for identifying and tracking user identity.

	   DONE	 Documentation of Unique User Identification procedure is located 
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.312(a)(2)(i)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 25

2 	� EMERGENCY ACCESS PROCEDURE – required – Documented procedure for 
obtaining necessary electronic protected health information during an emergency.

	   DONE	 Documentation of Emergency Access Procedure is located 
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.312(a)(2)(ii)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 25

3 	� AUTOMATIC LOG-OFF – addressable – Implemented procedure that terminates an 
electronic session after a predetermined time of inactivity.
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	   N/A	 Documentation of your decision and analysis is located  
		  ______________________________

	   DONE	 Documentation of Automatic Log-Off procedure is located 
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.312(a)(2)(iii)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 25

4 	� ENCRYPTION AND DECRYPTION (for data at rest) – addressable – Implemented 
a mechanism to encrypt and decrypt electronic protected health information at rest.

	 �Remember:  HIPAA’s Security Rule, similar to the Privacy Rule, is a floor of 
confidentiality protections.  Your professional obligation to maintain the confidentiality 
of psychiatric records may require you to do more than is required under the Security 
Rule.

	   N/A	 Documentation of your decision and analysis is located  
		  ______________________________

	   DONE	 Documentation of Encryption and Decryption is located 
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.312(a)(2)(iv)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �CMS FAQ# 1854:  Is mandatory encryption in the HIPAA Security 
Rule?

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 25



The HIPAA Kit PRMS 44

STANDARD:  AUDIT CONTROLS – required – Implement hardware, software, and/or 
procedures that record and examine activity in electronic information systems that contain or 
use electronic protected health information.  [§164.312(b)]                                      

(No Implementation Specifications for this standard)

	   DONE	 Documentation of Audit Controls is located 
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.312(b)  [page 8378 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 26

STANDARD:  INTEGRITY – Implement policies and procedures to protect electronic 
protected health information from improper alteration or destruction.  [§164.312(c)(1)]

ONE IMPLEMENTATION SPECIFICATION FOR THIS STANDARD:

1 	� MECHANISM TO AUTHENTICATE ELECTRONIC PROTECTED HEALTH 
INFORMATION – addressable - Implemented electronic mechanisms to corroborate 
that electronic protected health information has not been altered or destroyed in an 
unauthorized manner.

	 Examples include firewalls, encryption, virus protection, etc.
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	   N/A	 Documentation of your decision and analysis is located  
		  ______________________________

	   DONE	 Documentation of Authentication of EPHI procedure is located 
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.312(c)(2)  [page 8379 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 26

STANDARD:  PERSON OR ENTITY AUTHENTICATION – required – Implement 
procedures to that a user seeking access to electronic protected health information is the one 
claimed.  [§164.312(d)]       

(No Implementation Specifications for this standard)

	   DONE	 Documentation of User Authentication procedure is located 
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.312(d)  [page 8379 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 27
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STANDARD:  TRANSMISSION SECURITY – Implemented technical security measures to 
guard against unauthorized access to electronic protected health information that is being 
transmitted over an electronic communications network.  [§164.312(e)(1)] 

TWO IMPLEMENTATION SPECIFICATIONS FOR THIS STANDARD:

1 	� INTEGRITY CONTROLS – addressable - Implement measures to ensure electronic 		
	 protected health information is not inappropriately modified without detection.

	   N/A	 Documentation of your decision and analysis is located  
		  ______________________________

	   DONE	 Documentation of Integrity Controls is located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.312(e)(2)(i)  [page 8379 of the 2-20-03 Federal 
Register]

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 27

2 	 �ENCRYPTION (for data in transmission) – addressable - Implement a mechanism 
to encrypt electronic protected health information when transmitted.

	� Per HHS in the Preamble:  “Particularly when considering situations faced by 
small and rural providers, it became clear that there is not yet available a simple 
and interoperable solution to encrypting e-mail with patients.  As a result, we 
decided to make the use of encryption in the transmission process an addressable 
Implementation Specification.  Covered entities are encouraged, however, to 
consider use of encryption technology for transmitting electronic protected 
health information, particularly over the internet.”  [emphasis added] [page 8357 of 
the 2-20-03 Federal Register]

	   N/A	 Documentation of your decision and analysis is located  
		  ______________________________



PRMS 47The HIPAA Kit

	   DONE	 Documentation of Encryption system is located  
		  ______________________________

	   TO DO	 Resources [see last page for how to access these resources]:

		  – �Security Rule §164.312(e)(2)(ii)  [page 8379 of the 2-20-03 Federal 
Register]

		  – �CMS FAQ# 1854:  Is mandatory encryption in the HIPAA Security 
Rule?

		  – �WEDI/SNIP Small Practice Security Implementation White Paper, April 
2004, page 27
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APPENDIX D
MODEL EMPLOYEE CONFIDENTIALITY AGREEMENT

Regardless of whether you are a HIPAA covered entity, if you employ others in your practice, 
they should be asked to sign a confidentiality agreement acknowledging their obligation to 
maintain the privacy of patient information.  It is recommended that this be reviewed with your 
employees on a yearly basis.

EMPLOYEE CONFIDENTIALITY AGREEMENT

Confidential patient information includes any information about a patient or a patient’s care 
regardless of whether it is written, observed, or overheard.  Confidential information may 
not be disclosed without the express permission of __________________________________ 
[name of person who approves requests for release of information] or under his/her direction.

Examples of unauthorized use/disclosure of confidential information include but are not 
limited to:

•• Revealing the fact that an individual is a patient of the practice

•• Discussing a patient with anyone within the office who does not need that information 
to perform his or her job.

•• Discussing a patient with anyone outside of the office including spouses, family 
members, and friends

•• Reading a patient’s chart without a legitimate treatment and or business purpose

•• Posting information about a patient (even without the patient’s name) on any form of 
social media

•• Leaving a patient’s chart or other information where it may be viewed by others.

•• Discussing a patient within earshot of those not authorized to receive patient 
information including coworkers and other patients.

•• Providing another person with your user ID, passcodes, or similar system access 
information

I understand that the unauthorized use/disclosure of confidential patient information may be 
grounds for discipline and/or immediate termination.  I further understand that this obligation 
will continue even after my employment here has ended.

Employee Signature	 Supervisor Signature

Date	 Date
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APPENDIX E
The following is a model form to be used with patients before communicating via email. The 
form should be modified to accurately reflect your desired uses and office practices. Just as 
you will want your patient to abide by the terms set forth therein, remember that you and your 
staff will be responsible for following them as well. 

SAMPLE EMAIL CONSENT AND GUIDE TO EMAIL USE

As a supplement to your in-office appointments, I am inviting you to use 
email to communicate with my practice. Set forth below are policies 
outlining when and how email should be utilized to maintain your privacy 
and to enhance communication as well as a place for you to acknowledge 
your consent to its use. Your decision to utilize email is strictly voluntary 
and your consent may be rescinded at any time. Email will be accessed 

by Dr. _________________________ or a staff member _________________________ 
(specify when/how often email will be accessed). You may expect any required response 
_________________________ (indicate expected response time).

When may I use email to communicate with Dr._________________________ ? 

Email may be used to (list allowed uses) 

Example: 

•• Prescription refill requests 

•• Appointment requests 

•• Other matters not requiring an immediate response 

 
When should I NOT use email to communicate with Dr. _________________________ ? 

Email should never be used (list unacceptable uses) 

Example: 

•• In an emergency 

•• If you are experiencing any desire to harm yourself or others 

•• If you are experiencing a severe medication reaction 

•• If you need an immediate response 



The HIPAA Kit PRMS 50

What are the advantages to using email? 

•• Unlike trading voicemail messages, email allows you to see exactly the question 
the doctor is responding to and to have a written record of that exchange for future 
reference. 

•• Email allows for the rapid transmission of forms or other paperwork such as 
information regarding your medications/condition. 

 
What are the risks of using email? 

Risks of communicating via email include but are not limited to: 

•• Email may be seen by unintended viewers if addressed incorrectly. 

•• Email may be intercepted by hackers and redistributed. 

•• Someone posing as you could access your information. 

•• Email can be used to spread computer viruses. 

•• There is a risk that emails may not be received by either party in a timely matter as it 
may be caught by junk/spam filters. 

•• Emails are discoverable in litigation and may be used as evidence in court. 

•• Emails can be circulated and stored by unintended recipients. 

•• Statements made via email may be misunderstood thus creating miscommunication 
and/or negatively affecting treatment. 

•• There may be an unanticipated time delay between messages being sent and 
received. 

 
What happens to my messages? 

•• Emails will be printed out and maintained as a permanent part of your medical record. 

•• As part of your permanent record, they will be released along with the rest of the 
record upon your authorization or when the doctor is otherwise legally required to do 
so. 

•• Messages may be seen by staff for the purpose of filing or carrying out requests (e.g., 
appointment scheduling) or when Dr. _________________________ is away from the 
office. 

 
What are my obligations? 

•• I must let Dr. _________________________ know immediately if my email address 
changes. 
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•• If I do not receive a response from Dr. _________________________ in the time frame 
indicated (state expected response time), I will contact him/her by telephone if a 
response is needed.

•• I will use email communication only for the purposes stated above. 

•• I will advise Dr. _________________________ in writing should I decide that I would 
prefer not to continue communicating via email. 

•• I understand that email may only be used to supplement my appointments with Dr. 
_________________________ and not as a substitute for them. 

•• To avoid possible confusion, I will not use internet slang or short-hand when 
communicating via email. 

 
What steps has Dr. _________________________ taken to protect the privacy of my email 
communications? 

Dr. _________________________ (list steps taken) 

Example: 

•• Has installed software for encrypting email messages.  
Note: If you are not using encrypted email, you should indicate this clearly.

•• Set up a password protected screen-saver on his computer. 

•• Educated staff on the appropriate use and protection of email. 

•• Does not access patient email from public Wi-Fi hotspots. 

•• Does not allow family members access to his personal work computer. 

•• Will not transmit highly sensitive information via email. 

•• Will not forward patient email to third-parties without your express consent. 

•• Will verify email addresses before sending messages. 

 
What steps can I take to protect my privacy? 

•• Do not use your work computer to communicate with Dr. _______________ as your 
employer has a right to inspect emails sent through the company’s system. 

•• Do not use a shared email account to transmit messages. 

•• Log out of your email account if you will be away from your computer. 

•• Carefully check the address before hitting “send” to ensure that you are sending your 
message to the intended receiver. 

•• Avoid writing or reading emails on a mobile device in a public place. 

•• Avoid accessing email on a public Wi-Fi hotspot. 
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•• Make certain that your email is signed with your first and last name and include your 
telephone number and date of birth to avoid possible mix up with patients with same 
or similar names. 

 
CONSENT TO EMAIL USE 

By signing below, I consent to the use of email communication between 
myself/_________________________ (name of patient) and Dr. _________________________. 
I recognize that there are risks to its use, and despite Dr. _________________________s best 
efforts, he/she cannot absolutely guarantee confidentiality. I understand and accept those 
risks and the policies for email use outlined in the form. I further agree to follow these policies 
and agree that should I fail do so, Dr. _________________________ may cease to allow me to 
use email to communicate with him/her. I also understand that I may withdraw my consent to 
communicate via email at any time by notifying Dr. _________________________ in writing. 

Name of Patient/GuardianDate 

Signature of Patient/Guardian     	    Email Address

The content of this article (“Content”) is for informational purposes only. The Content is not intended to be a substitute for professional legal advice or judgment, or for other professional 
advice.  Always seek the advice of your attorney with any questions you may have regarding the Content.  Never disregard professional legal advice or delay in seeking it because of the 
Content.

©2016 Professional Risk Management Services, Inc. (PRMS). All rights reserved
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